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Abstract: This "Manhole Cover Security and Monitoring System" addresses the issues of theft and vandalism of 

manhole covers which results in open manholes, and poses a significant safety risk to pedestrians and vehicles. By 

utilizing a laser light technique and a Light Dependent Resistor (LDR), the system is able to detect the presence or 

absence of light, indicating whether a manhole cover is open or closed. The functioning of the system is based on the 

principle that when a manhole cover is in its proper closed position, it blocks the laser light from reaching the LDR. 

However, if the cover is open or displaced, the laser light falls directly on the LDR, causing it to detect the light. 

When the LDR detects light, the system is triggered to initiate an alert mechanism. This alert mechanism involves 

the integration of a SIM800L module, which enables the system to communicate through SMS. Once the LDR senses 

an open manhole, the system immediately sends an SMS alert to pre-determined recipients, such as relevant 

authorities or maintenance personnel responsible for resolving the situation. The objective of this design is to provide 

an efficient and automated solution for detecting and notifying the presence of an open manhole cover, by promptly 

alerting the appropriate individuals or organizations. The system helps to mitigate potential accidents or hazards 

caused by open manholes. This contributes to maintaining public safety and preventing injuries or damage to 

property.  

Keywords: Manhole Cover Security System, Open manhole covers, Laser light technique, Light Dependent Resistor 

(LDR), SIM800L module. 

1.   INTRODUCTION 

Manholes serve as access points to underground utility networks, facilitating maintenance and inspection processes. A 

manhole typically consists of a cover and a frame, providing entry to various infrastructural assets such as sewer systems, 

telecommunication cables, and utility pipelines. However, when manhole covers are missing or stolen, they pose significant 

risks to public safety, infrastructure stability, and the environment. Manhole covers are typically constructed from various 

materials such as cast iron, reinforced concrete, or composite materials. Cast iron covers are widely used due to their 

durability, load-bearing capacity, and resistance to environmental elements[31]. However, alternative materials, including 

composites and polymers, are gaining popularity as they offer lightweight properties, corrosion resistance, and reduced theft 

appeal. 

 

Fig 1: Newly mounted manhole at Trans-Amadi layout, Rivers State. 

http://www.paperpublications.org/
https://doi.org/10.5281/zenodo.10784897


ISSN  2349-7815 
 

International Journal of Recent Research in Electrical and Electronics Engineering (IJRREEE)  
Vol. 11, Issue 1, pp: (31-48), Month: January - March 2024, Available at: www.paperpublications.org 

  

Page | 32 
Paper Publications 

The function of a manhole cover is to seal off the manhole opening, preventing accidental falls and blocking unauthorized 

entry[10]. Covering manholes also protects infrastructure components from damage caused by external factors such as debris, 

runoff water, and extreme weather conditions. Absence of manhole covers poses several dangers. Firstly, unsuspecting 

pedestrians and motorists may fall into open manholes, resulting in severe injuries or even fatalities[48]. Open manholes can 

lead to accidents involving vehicles, endangering both drivers and pedestrians. Furthermore, exposed manholes are 

susceptible to debris accumulation, hindering the proper functioning of utilities and causing environmental pollution. 

Manhole covers are frequently targeted by thieves and scavengers due to their recyclable material and resale value[42]. Cast 

iron covers are particularly attractive to criminals as they can be sold as scrap metals. The stolen covers are often melted 

down and sold to metal recycling facilities, resulting in financial losses and security risks for municipalities. 

Manhole covers face several security challenges, including vandalism, theft and unauthorized access. Implementation of 

tamper-proof locking mechanisms can deter theft and unauthorized entry[20]. Burglary of the manhole covers usually occurs 

in areas where police and public supervision is lacking and manholes are overlooked. Theft of manhole covers has become 

an ugly norm in many countries costing a lot of money to the government. The price is usually associated not only with the 

price of one cover but with the price of many replacements that follow, since these replacements are stolen again thus 

needing an effective solution to apprehend the burglars and stop the wastage permanently. 

Integration of technologies like IoT-enabled sensors, surveillance cameras, and alarms can provide real-time monitoring, 

improving proactive security measures[34]. Moreover, increasing instances of manhole cover theft and unauthorized access 

have highlighted the need for robust security and monitoring systems[19].  

A proactive approach is required to enhance the security and intelligent management of manhole covers, ensuring the safety 

of both urban infrastructure and the general public. Several studies have explored different approaches to securing manhole 

covers. One effective solution involves utilizing tamper-proof locking mechanisms that prevent unauthorized access and 

deter theft [41]. Additionally, the deployment of surveillance cameras and motion sensors can provide real-time monitoring 

and alert authorities of any suspicious activities[6]. Integrating IoT technologies into manhole cover security systems offers 

numerous advantages. By equipping manhole covers with smart sensors, such as accelerometers and magnetic sensors, it 

becomes possible to detect and report any unusual movements or tampering[11]. These sensors can transmit data to a 

centralized control center in real-time, enabling prompt action to be taken in case of emergencies or breaches. The collected 

data from the IoT-enabled manhole cover monitoring system can be processed using advanced analytics techniques. 

Machine learning algorithms can analyze patterns and establish predictive models to identify potential vulnerabilities or 

patterns indicative of theft and tampering[33]. By implementing proactive maintenance strategies based on these insights, 

maintenance efforts can be optimized, ensuring the stability and longevity of infrastructure. Public awareness campaigns 

and increased vigilance can discourage acts of vandalism and theft. 

2.   LITERATURE REVIEW 

Manholes are an integral component of urban infrastructure, providing access to underground utilities such as sewerage 

systems, telecommunication cables, and electrical lines. Despite their critical importance, manhole covers often face 

security risks and maintenance challenges. Manhole cover thefts, accidents caused by loose or missing covers, and 

unauthorized access to underground infrastructure are some of the pressing issues that need to be addressed. Therefore, 

there is an urgent need for effective security and monitoring systems to ensure the integrity and functionality of manhole 

covers.  

Evolution of Manhole Materials 

Early manhole covers were typically made of stone or wood, offering limited resistance against wear and tear[17]. However, 

the Industrial Revolution introduced new materials like cast iron, which revolutionized the manufacturing of manhole 

covers[47]. Cast iron offered durability, corrosion resistance, and ease of mass production, making it the material of choice 

for many years. The evolutions of materials used in manhole covers reflects the continuous efforts to enhance their structural 

integrity, longevity, and resistance to external factors, such as environmental conditions and physical stresses. In recent 

years, advancements in materials science and engineering have led to the use of composites, such as high-strength concrete 

or fiberglass, as alternatives to traditional materials[2]. These materials offer improved strength-to-weight ratio, resistance 

to corrosion, and reduced risk of theft due to their decreased scrap value[8]. 

http://www.paperpublications.org/


ISSN  2349-7815 
 

International Journal of Recent Research in Electrical and Electronics Engineering (IJRREEE)  
Vol. 11, Issue 1, pp: (31-48), Month: January - March 2024, Available at: www.paperpublications.org 

  

Page | 33 
Paper Publications 

Design Improvements of Manhole Covers 

The design of manhole covers has also evolved to address issues such as weight, water infiltration, noise pollution, and 

safety concerns. Traditional designs consisted of a solid circular or rectangular cover with openings for utility access [7]. 

However, these covers often posed challenges in terms of weight, making maintenance and replacements arduous tasks. To 

tackle this issue, design improvements have included the implementation of lightweight materials, like composite materials, 

or the use of unique geometric patterns that maintain structural integrity while reducing weight[54]. Additionally, innovative 

features, such as anti-skid surfaces or non-slip coatings, have been incorporated to enhance safety, especially in high-traffic 

pedestrian areas[21]. 

Review of Manhole Covers Security Technologies 

Manhole cover security and monitoring systems have gained attention due to the rise in manhole cover theft and safety 

concerns. Various technologies and systems have been developed to address these issues. For instance, locking mechanisms 

equipped with high-security locks or tamper-proof fasteners have been used to deter theft or unauthorized access[13]. In 

recent years, there has been a shift towards integrating technology-driven solutions. This includes the use of vibration 

sensors, pressure sensors, or even IoT-based systems to detect any anomalies or unauthorized access to manhole covers[18]. 

These sensors can be connected to a centralized monitoring system, enabling real-time detection and immediate response 

to potential security breaches. 

Furthermore, advancements in wireless communication and data analysis have paved the way for remote monitoring and 

predictive maintenance of manhole covers. These systems provide valuable insights into manhole cover conditions, 

allowing authorities to proactively address issues such as wear and tear, structural deficiencies, or potential security 

threats[43]. 

From a couple of years, the failure of Manhole Cover (MC) is gaining more importance than ever. Failure of MC can have 

severe impacts on economy, security and safety of a region. Traditional methods of control measures cannot fill the void 

that has been created from a number of incidents in city areas. Therefore, there is a need of full automated monitoring 

systems and it has now become the part of smart cities development[1]. Review of various security measures used to protect 

manholes from thieves, such as reinforced covers, tamper-proof locks, and anti-lift devices, examination of electronic 

security measures, including intrusion detection systems, alarms, and surveillance cameras can be classified into physical 

or traditional method and modern or technological method. 

Physical Method or Traditional Method  

Traditional methods used in securing manhole covers typically involve welding, paving over, or installing barrier devices, 

the use of lock and key mechanisms or the application of locks and chains. These methods are considered traditional because 

they have been used for many years and are commonly found in various locations. One traditional method involves using a 

padlock and chain to secure the manhole cover. The padlock is attached to the chain, which is then wrapped around the 

manhole cover and locked. This method provides a basic level of security by physically preventing the unauthorized lifting 

or removal of the cover. In some applications, security may take the form of alarming manhole access points in vaults that 

contain electronics or monitoring a video feed in a security center.  

We point out that there is a distinction between manholes that provide occasional access and those that provide access to 

electrified network elements that need more frequent access.  Each of these methods has advantages, but also disadvantages 

which can unintentionally reduce network resiliency if the method used to secure the manhole precludes easy legitimate 

access when required. 

 

Fig 2: Padlocked manhole security system 
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However, there are limitations to traditional methods of securing manhole covers. One limitation is the reliance on physical 

keys, which can be lost or duplicated, allowing unauthorized access. The use of chains and padlocks may be labor-intensive 

and time-consuming, especially when multiple manhole covers need to be secured or accessed. This can lead to delays in 

maintenance and repair work[24]. 

In contrast, modern methods of securing manhole covers address these limitations by utilizing advanced technologies. One 

such method is the use of electronic locking systems. These systems employ electronic keys or access codes that can be 

easily managed and programmed, providing better control over who can access the manhole cover. They also allow for 

remote monitoring and tracking of access, enhancing security and facilitating maintenance operations[36]. Moreover, some 

modern methods utilize sensors and alarm systems to detect any unauthorized tampering or attempts to lift the manhole 

cover. These systems can provide real-time alerts and notifications to authorities, ensuring swift action is taken[52]. 

Cost and operational considerations are important factors when securing manhole access points[29]. One cost-effective 

method commonly used is spot welding, which requires a labor-intensive effort to gain access and re-secure the cover after 

any activity[36]. Basic tools, such as a hand grinder, can easily be acquired to gain entry into a previously welded manhole[29]. 

While spot welding is relatively inexpensive, other manhole entry devices offer more sophisticated security options. For 

instance, some manhole covers utilize a keyed locking system to secure the cover to the enclosure[24]. These keys are tightly 

controlled to prevent unauthorized access, but if misplaced or stolen, they can cause significant delays in emergencies or 

restoration efforts[50]. Furthermore, stolen or misplaced keys may provide unauthorized individuals with access to multiple 

manholes, posing a security risk[24]. 

Composite materials are used in advanced manhole entry devices, which eliminate any scrap value for potential thieves[29]. 

However, they still rely on keys for security, which presents similar concerns as other locking or barrier devices[36]. Barrier 

devices, which fit just below the manhole cover, also rely on repair crews to track and secure keys, and managing multiple 

key types can complicate access and restoration processes[52]. It is important to note that even with advanced security 

measures in place, there are still potential vulnerabilities. Non-secured access points along the route, such as tunnels, vaults, 

or conduits, can be potential entry points that would render barrier devices ineffective[50]. Intrusion alarms and video 

surveillance can provide an additional layer of security but cannot prevent unauthorized access or potential intrusion 

threats[36]. 

Table 1: Most common manholes security methods and their advantages and disadvantages. 

Method  Advantages  Disadvantages  

Physical Weight  Difficult to lift without tools  Tools readily available  

Welding  • Cost effective and quick  

• No special tools to access  

• No keys to lose or misplace  

• Tools for access readily available to non-authorized 

people  

• Increases access time  

Paving Over  • Cost effective  

• Hides manhole from view  

• Locating and access can be difficult if not 

impossible  

• Legitimate access time consuming  

• Emergency access is generally infeasible  

Locking Devices  Keyed for ease of access  • Keys can be lost or stolen  

• Rekeying covers not practical  

• Locking mechanisms can fail  

Barrier Devices  • Keyed for ease of access  

• Pan sits under standard cover  

• Secures from below  

• Keys can be lost or stolen  

• Rekeying covers not practical  

• Locking mechanisms can fail  

Intrusion Alarms  • Timely notifications of entry  

• Remote surveillance  

• Situational awareness   

• Cannot identify intent of access  

• Does not prevent access   

• Requires response procedures  

• Requires 24x7 alarm monitoring and response team  
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Modern or Technological Method 

In recent years, various innovative approaches combining technology and engineering have been employed to address these 

issues. These methods utilize advanced sensing, monitoring, and communication technologies to enhance the security and 

monitoring of manhole covers, enabling authorities to detect any unauthorized access or tampering promptly. 

Advancements in sensing technologies have enabled the development of intelligent manhole covers that can detect and 

notify authorities in case of any anomalies. Vibration sensors are commonly used to detect vibrations or movement near 

manhole covers, which could indicate tampering or unauthorized access[18]. Pressure sensors are also employed to monitor 

changes in pressure, enabling the detection of potential breaches or unauthorized entries. 

These modern or technological methods in securing manhole covers are continuously evolving and improving, driven by 

advancements in materials, sensor technologies, wireless communication, and data analytics. Their implementation 

enhances the security, maintenance, and monitoring of manhole covers, ensuring the safety and integrity of underground 

infrastructure systems. The following are some of the advance technologies employ nowadays in securing and monitoring 

manhole cover theft:  

i. Internet of Things Security Check 

In most smart city applications, Internet of Things (IoT) devices are being employed for automatic monitoring systems [39]. 

The monitoring of manhole covers has gained significant importance in IoT applications due to the various issues it affects 

such as security, safety, and economy of a society. However, it is worth noting that only about 30% of manhole cover 

monitoring systems are based on automatic structures[26]. To address this gap, there is a need to extend these monitoring 

systems from a circuit design point of view. The development of smart cities and implementation of automated manhole 

covers have gained much importance in previous years [1]. Incidents regarding the safety and security of people due to 

manhole cover issues have highlighted the need for effective management systems. Uncovered holes pose a great challenge 

to citizens and can cause safety hazards to underground structures [32]. Intelligent manhole cover management systems have 

been introduced as a basic platform in smart cities to prevent accidents and improve safety. 

In developing cities, the focus on open manhole covers and their proper monitoring is often neglected [54]. However, these 

manholes can pose a great threat to lives and assets in various ways. They can become filled with toxic and hazardous 

materials, posing a danger to underground structures[14]. Therefore, there is a need to develop monitoring systems that can 

track the lids of manhole covers to avoid accidents and promote safety. The development of IoT-based automated monitoring 

systems is seen as a solution to replace traditional and manual methods[35]. The issue of poorly managed and stolen gas well 

covers is becoming an alarming situation in different countries[45]. Existing manhole cover systems are found to be covering 

single monitoring parameters, utilizing immature technology, and containing inefficient analysis capabilities to find and 

eradicate issues related to manhole covers and security. Traditional methods of manhole cover protection and monitoring 

are unable to cope with the challenges of increasing population and underground infrastructures [27]. Hence, there is a 

pressing need to develop more automatic monitoring systems to address these challenges. 

ii. Global Positioning Tracking System (GPS) 

To detect the issues regarding manholes, a system with Global Positioning system (GPS) has been developed based on 

ultrasonic sensors and accelerometers to detect manholes accurately. For monitoring of the road, the sensor-based system 

detects the vehicles and provides data to cloud system continuously.  

This system helps drivers to avoid manhole on the road and provide them with alarming alerts. The sensor-based system 

also provides useful data to Highway Maintenance Department in a smart city. This method employs accelerometer and 

ultrasonic sensors. The data obtained from sensors is processed and analyzed through Honey Bee optimization algorithms. 

This system can also provide information of any accident occurred on the road to save other vehicles from its effects.  A 

survey report showed that in India, nearly 50% of the roads are damaged because of manholes and can cause dangerous 

impacts on humans and vehicles. The sensor-based systems are seen to be more fast and liable modes of manhole detection  

Surveillance 

(Video)  

• Real time monitoring  

• Visual identification  

• Situational awareness  

• Does not prevent access   

• Can be defeated  

• Requires response procedures  

• Requires 24x7 alarm monitoring and response team  
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GPS tracking technology can be utilized to monitor and track the location of manhole covers in real-time. By attaching a 

GPS device to each cover, authorities can receive alerts if a cover is moved from its designated location[50]. This allows for 

quick response times and facilitates the recovery of stolen covers. However, limitations include the cost of implementing 

and maintaining GPS tracking systems, potential signal interference in underground areas, and the need for a continuous 

power source[24]. 

iii. Light Detection and Ranging (LiDAR) 

Light Detection and Ranging (LiDAR) is a remote sensing method that uses light to measure distances to objects. It works 

by emitting a laser pulse and then measuring the time it takes for the pulse to return. The distance to the object is then 

calculated based on the speed of light. LiDAR can be used to detect manholes in a number of ways. One way is to use a 2D 

LiDAR system. This system scans the ground in front of it and creates a two-dimensional image of the surface. The manhole 

can then be identified by its shape and size. Another way to use LiDAR for manhole detection is to use a 3D LiDAR system. 

This system scans the ground in front of it and creates a three-dimensional model of the surface. The manhole can then be 

identified by its shape, size, and location in the three-dimensional space. 

LiDAR systems are becoming increasingly popular for manhole detection because they are more accurate and reliable than 

other methods. They are also less affected by environmental factors such as fog and rain.In addition to being used for 

detection, LiDAR can also be used to monitor manholes for changes. This can be done by repeatedly scanning the same 

area over time and looking for any changes in the shape or size of the manhole. A study by Wei et al. (2019) developed a 

customized mobile LiDAR system for manhole cover detection and identification. The system was able to achieve an 

accuracy of 95% in detecting manhole covers. Another study by [54] used data augmentation to improve the performance of 

a deep learning model for manhole cover detection. The data augmentation method was able to increase the accuracy of the 

model by 10%. LiDAR is a promising technology for manhole security. It is accurate, reliable, and less affected by 

environmental factors than other methods. LiDAR can be used for both detection and monitoring of manholes, making it a 

valuable tool for ensuring the safety of pedestrians and vehicles. 

iv. Camera Image Processing Device 

According to the [51], image processing technology using cameras installed on vehicles has shown promise in detecting 

manholes on the road. This technology can be implemented using various image processing modes based on Python 

language from the OpenCV library. [29] discuss the use of image processing techniques for object detection, where the 

specific object of interest, in this case, manholes, can be identified and located. 

v.  Smartphone Accelerators 

The use of smartphone accelerometers is another method. This technique employs the accelerometer sensor present in 

smartphones to detect the presence of manholes. By integrating a web server into the system, automatic reporting of manhole 

detection can be performed, providing valuable data to users or vehicle drivers. [52] highlights the importance of integrating 

web servers and automated reporting systems for effective monitoring and response in critical infrastructure security. To 

alert the driver about the presence of a manhole on the road, an LED light signal is utilized in the proposed system. This 

visual indicator provides an immediate alert to the driver, enhancing overall road safety. [36] emphasizes the significance of 

visual indicators in warning systems to ensure that drivers are promptly informed about potential hazards. 

vi   Magnetic field detection system 

Magnetic field detection systems are a type of advanced manhole cover security system that utilizes technology to detect 

changes in the magnetic field when a cover is moved or tampered with[29]. These systems typically consist of sensors that 

are placed near or underneath the manhole cover, capable of sensing disruptions in the magnetic field caused by any 

unauthorized access or tampering attempts. When a change in the magnetic field is detected, the system triggers an alarm, 

notifying relevant authorities of the potential security breach or tampering incident. This prompt alert system allows for 

immediate response and intervention, helping to prevent unauthorized access to the manhole and ensuring the safety and 

security of the surrounding area. 
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However, there are some limitations associated with magnetic field detection systems. One potential limitation is the 

possibility of false alarms due to external magnetic disturbances. Factors such as nearby power lines, electromagnetic 

radiation from other devices, or variations in the surrounding magnetic field can inadvertently trigger the detection system 

and lead to false alarms[24].To mitigate false alarms and enhance the reliability of the system, proper calibration and 

sensitivity adjustment of the detection system are essential. An accurately calibrated system ensures precise detection of 

actual tampering incidents while minimizing false alarms caused by external influences.  

Regular maintenance and calibration checks are necessary to ensure optimal performance and reduce the occurrence of false 

alarms. it is crucial to account for the various environmental conditions in which magnetic field detection systems are 

deployed. Factors like weather conditions, temperature fluctuations, and the presence of metallic objects nearby can impact 

the sensitivity and function of the system. Adequate consideration of these environmental factors during the system's design 

and installation can help improve its performance and reduce false alarms. These systems offer an advanced approach to 

secure manhole covers by detecting changes in the magnetic field when unauthorized access or tampering occurs. Although 

they provide an efficient and timely alert mechanism, it is important to address the limitations, such as false alarms due to 

external magnetic disturbances, through proper system calibration and sensitivity considerations. 

It is important to note that these modern and advanced manhole cover security and monitoring protection systems have their 

limitations. Some of the common limitations include the increased cost of implementation, challenges in integrating with 

existing infrastructure, potential false alarms, and the need for regular maintenance and calibration [29], [24]. 

From the foregoing, all of this modern method uses wireless technologies. Wireless communication technologies play a 

crucial role in the transmission of data from sensors to the centralized monitoring system in manhole cover security and 

monitoring systems. Cellular networks or Wi-Fi can be utilized for this purpose[43]. These wireless communication 

technologies enable real-time data transmission, allowing authorities to receive instant notifications and alerts in the event 

of any security threats or irregularities[43].Data analysis techniques are also employed to analyze the collected data and 

derive meaningful insights. By analyzing patterns and trends in the data, authorities can identify potential risks and take 

preventive measures.  

Data analysis helps in conducting predictive maintenance, where potential issues such as wear and tear, structural 

deficiencies, or potential security threats can be identified before they escalate[43]. Through the use of wireless 

communication technologies and data analysis techniques, manhole cover security and monitoring systems can enhance the 

overall effectiveness and efficiency of managing manhole covers and ensuring public safety. 

Review of Manhole Cover Security Challenges 

There are several challenges associated with manhole security. These challenges can vary depending on factors such as the 

location, infrastructure, and specific security needs. Here are some common challenges related to manhole security: 

i. Unauthorized Access 

Manholes are vulnerable to unauthorized access by individuals who may attempt to steal valuable assets, sabotage 

infrastructure, or engage in illegal activities. Securing manholes against such access can be challenging due to their 

widespread distribution and the presence of multiple access points. 

ii. Lack of Standardization:  

Manholes are often constructed and maintained by different entities, leading to a lack of standardization in terms of security 

measures. This can make it difficult to implement consistent security protocols across different manholes, resulting in 

varying levels of vulnerability. 

iii.  Physical Vulnerabilities 

Manholes can be physically vulnerable due to factors such as weak or damaged covers, inadequate locking mechanisms, or 

outdated infrastructure. These vulnerabilities can be exploited by thieves, leading to thefts or damage to the infrastructure. 

iv. Remote and Underground Locations 

Manholes are typically located in remote or underground areas, making them more susceptible to theft and vandalism. The 

secluded nature of these locations can provide vandals and  thieves with an advantage in terms of privacy and reduced risk 

of detection. 
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v. Limited Surveillance: 

Manholes often lack continuous surveillance, making it challenging to monitor and detect unauthorized access or suspicious 

activities. A lack of real-time monitoring capabilities can delay the response time to security breaches and increase the risks 

associated with theft. 

vi. Maintenance and Inspection: 

Ensuring regular maintenance and inspection of manholes can be challenging. Neglected or poorly maintained manholes 

can become vulnerable, with compromised covers, broken locking mechanisms, or ineffective security measures. 

vii. Budgetary Constraints: 

Implementing robust security measures in manholes requires financial resources. Limited budgets for infrastructure 

maintenance may impact the ability to invest in advanced security technologies or deploy dedicated security personnel. 

viii. Technological Advancements: 

As technology continues to evolve, staying updated with the latest security solutions can be a challenge. Trying to integrate 

new technologies into the existing manhole infrastructure can be complex and may require significant investment and 

expertise, these challenges requires a comprehensive approach that combines physical security measures such as reinforced 

covers and tamper-proof locks, advanced monitoring systems, regular maintenance and inspection programs, standardized 

security protocols, public awareness campaigns, and collaboration between relevant stakeholders such as utility companies, 

municipalities, and law enforcement agencies. Additionally, keeping up with emerging technologies and industry best 

practices is essential in overcoming manhole security challenges. 

Manhole Cover Theft Potential Risks and Challenges 

Theft of manhole covers poses significant safety and economic concerns. The stolen covers not only disrupt public services 

and utility operations but also create safety hazards for pedestrians, motorists, and two-wheeler riders. Uncovered manholes 

can lead to accidents, causing injury or even fatalities. The replacement cost of stolen or damaged covers and the associated 

repair work impose a considerable financial burden on municipalities and utility companies. In addition to theft, 

unauthorized access to manholes raises security concerns. These access points to underground infrastructure can be 

exploited for illegal activities, sabotage, or attacks on critical infrastructure. The potential risks further highlight the urgency 

to develop robust security measures and monitoring systems for manhole covers. Maintenance and regular inspections of 

manhole covers also present challenges. 

Review of Manhole Cover Theft Techniques 

Manhole cover theft is a prevalent issue in many major cities, and thieves employ various techniques to cart away these 

covers. It is important to note that while I can provide general information on these techniques, specific examples and 

statistics may vary depending on the location and time period. Nevertheless, I will outline some commonly reported 

techniques used by manhole cover thieves. 

i. Prying: Thieves may use crowbars or other tools to pry open the manhole cover from its frame. This method exploits 

any gaps or weaknesses in the cover's fitting, making it easier to remove[46]. 

ii. Lifting with a vehicle: Thieves may attach hooks or chains to a manhole cover and then use a vehicle to pull it up and 

away. This technique allows them to quickly remove the cover and transport it [12]. 

iii. Underground network access: In some cases, thieves may gain access to manhole covers through underground utility 

tunnels or sewer systems. By navigating these networks, they can reach manhole covers from below and lift them out [9]. 

iv. Nighttime operations: Manhole cover thefts often occur during nighttime or off-peak hours when the presence of 

witnesses or authorities is minimized. Thieves take advantage of reduced visibility and security to carry out their operations 

unnoticed[49]. 
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3.   MATERIALS AND MEHODS 

System Description 

The Article, manhole cover is a security system that uses a laser light technique and an LDR (Light Dependent Resistor) to 

detect when a manhole is uncovered. When the LDR senses light (indicating the manhole is open), the system sends an 

SMS alert using a SIM800L module. In summary, this article is a simple but effective manhole security system that uses a 

laser light source, LDR sensor, and a GSM module to send SMS alerts when a manhole is uncovered. It combines both 

visual and acoustic alerts to notify relevant personnel about the security breach. 

Design Theory 

The design theory of the Manhole Security System described above is centered around utilizing a laser light technique and 

an LDR (Light Dependent Resistor) to detect when a manhole is uncovered. This approach follows the fundamental 

principle that the presence or absence of light can be used as a reliable indicator of the position of the manhole cover. The 

laser light emitted in the system serves as a continuous beam directed towards the LDR, which acts as a light sensor. When 

the manhole cover is in place, the laser light is obstructed, causing the LDR to detect minimal or no light. This condition 

indicates that the manhole is closed and secure. 

However, when the manhole cover is removed, the laser light is no longer blocked, and the LDR registers a significant 

increase in light intensity. This change in the light intensity is utilized as a trigger to identify that the manhole is open and 

requires immediate attention. By using the LDR to monitor the light intensity and process the signal, a microcontroller or 

Arduino board can determine the status of the manhole cover. This implementation aligns with the design theory that light, 

as detected by the LDR, serves as a reliable input for determining the position of the manhole cover. Once the system detects 

an open manhole, it activates a pre-programmed action, which, in this case, triggers the SIM800L module to send an SMS 

alert.  

This design theory is based on the principle that swift communication via SMS alerts can notify the appropriate individuals 

or authorities in real-time about the removal of the manhole cover. The design theory revolves around leveraging a laser 

light technique as a means of detecting manhole cover removal and employing the LDR and SIM800L module to facilitate 

the generation and transmission of SMS alerts. This design theory aims to enhance manhole cover security by promptly 

notifying the relevant parties and enabling immediate action to address any potential safety or security concerns. 

Component Description and Functions 

1. Atmega 328 Microcontroller 

The project is based on an Arduino-like microcontroller, the Atmega328. This microcontroller is responsible for reading the 

LDR sensor data and controlling the SIM800L module, LEDs, and buzzer. 

 

 

 

 

 

 

 

 

 

 

Fig 3: Arduino Uno micro-controller internal components 
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The Arduino Uno is one kind of microcontroller board based on ATmega328, and Uno is an Italian term which means one. 

Arduino Uno is named for marking the upcoming release of microcontroller board namely Arduino Uno Board 1.0. This 

board includes digital I/O pins-14, a power jack, analog i/ps-6, ceramic resonator-A16 MHz, a USB connection, an RST 

button, and an ICSP header. All these can support the microcontroller for further operation by connecting this board to the 

computer. The power supply of this board can be done with the help of an AC to DC adapter, a USB cable, otherwise a 

battery. This article discusses what is an Arduino Uno microcontroller, pin configuration, Arduino Uno specifications or 

features, and applications. 

Table 2: Micro-controller specifications 

 

Laser Light Source 

While not explicitly mentioned in the code, the project likely uses a laser diode as a light source. This laser diode illuminates 

the LDR, which serves as a light sensor. 

 

Fig 4: laser light 

The LDR sensor is a type of photo-resistor that changes its resistance based on the amount of light it receives. In this system, 

when the manhole cover is in place, the laser light beam is blocked, and the LDR sensor receives minimal light, causing its 

resistance to be high. However, when the manhole cover is removed or tampered with, the laser light beam is no longer 

obstructed, allowing it to reach the LDR sensor. As a result, the LDR sensor receives more light, causing its resistance to 

decrease. 

By monitoring the resistance of the LDR sensor, the system can detect whether the manhole cover is in place or has been 

uncovered. This laser light and LDR sensor setup provides a reliable and efficient method for detecting unauthorized access 

to the manhole cover and triggering appropriate security alerts or actions. 
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LDR (Light Dependent Resistor) 

In this project, the Light Dependent Resistor (LDR) is utilized to detect the presence or absence of laser light. The LDR is 

a type of resistor whose resistance changes based on the amount of light it is exposed to. When exposed to light, the 

resistance of the LDR decreases, and when it is in the dark or shielded from light, its resistance increases. In the system, the 

LDR is connected to the Atmega328 microcontroller or development board 

 

Fig: 5: LDR (Light Dependent Resistor) 

The Atmega328 continuously monitors the resistance of the LDR and detects any changes in its value. This serves as a 

crucial sensing mechanism to determine if the manhole cover is open or closed. The laser light beam is directed towards the 

LDR. When the manhole cover is in place, it blocks the laser light from reaching the LDR, causing the resistance of the 

LDR to increase. As a result, the Atmega328 detects a high resistance value, indicating that the manhole cover is closed. 

However, if the manhole cover is removed or not properly secured, the laser light can pass through the open space and reach 

the LDR. This causes the resistance of the LDR to decrease as it is exposed to light. The Atmega328 senses this low 

resistance value and interprets it as an open or uncovered manhole.  

Based on this detection, the system can trigger appropriate actions, such as sending an SMS alert using a SIM800L module 

(as previously mentioned). This enables real-time monitoring and ensures prompt notification of any manhole cover security 

breaches. Therefore, the LDR, in conjunction with the Atmega328, works as a reliable method to detect the presence or 

absence of laser light and subsequently monitor the status of the manhole cover in the security and monitoring system.. 

SIM800L Module 

In a manhole security and monitoring system, the SIM800L module plays a crucial role in ensuring effective 

communication. The module is a GSM/GPRS module that enables the system to send SMS alerts when certain events or 

conditions are detected.  The SIM800L module communicates with the Atmega328 microcontroller through serial 

communication using Software Serial library. This allows the microcontroller to control and interact with the module. When 

a specific event occurs, such as unauthorized access or abnormal conditions inside the manhole, the Atmega328 triggers an 

alert message. It then uses Software Serial to send this alert message to a predefined phone number. 

 

Fig 6: SIM800L Module 
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By utilizing the GSM/GPRS capabilities of the SIM800L module, the manhole security and monitoring system can instantly 

notify relevant personnel about any potential issues or breaches. This real-time communication ensures prompt response 

and necessary actions can be taken to address any problems in a timely manner. In general, the SIM800L module enhances 

the functionality of the manhole security and monitoring system by providing reliable SMS alerts, enabling efficient 

communication between the system and designated individuals responsible for maintaining manhole security. 

Buzzer:  

The buzzer is used for acoustic alerting. When the system detects an uncovered manhole, the buzzer sounds to attract 

attention. In the designed and fabricated manhole cover security system, an acoustic alerting component, specifically a 

buzzer, is incorporated. This serves as an additional layer of alerting mechanism when an uncovered manhole is detected. 

The incorporation of the buzzer component in the manhole cover security system adds an acoustic dimension to the overall 

security and alerting infrastructure. Along with other notification methods like SMS alerts or visual indicators, the buzzer's 

sound provides an immediate and noticeable alert to individuals in the vicinity, emphasizing the importance of promptly 

addressing the uncovered manhole situation. 

 

Fig 7: piezo-electronic buzzer 

The design and fabrication of the system would involve integrating the buzzer component with the sensing and control 

subsystems, ensuring appropriate activation and synchronization with the detection logic. This integration allows for 

effective acoustic alerting and contributes to reinforcing the security measures of the manhole cover system 

LEDs:  

The manhole cover security system has two LEDs - a red LED and a blue LED. The red LED is used to indicate that the 

system is in standby mode, meaning it is actively monitoring the manhole cover. On the other hand, the blue LED is activated 

when the system detects that the manhole cover has been uncovered. 

The activation of the blue LED serves as a visual alert, drawing attention to the fact that the manhole cover has been 

tampered with or removed. This visual indication helps to promptly identify any unauthorized access to the manhole and 

serves as a warning signal for further investigation or intervention. 

 

Fig 8: Light Emitting Diode 

By using these LEDs, the system provides a clear and visible indication of the security status of the manhole cover, aiding 

in identifying potential breaches and ensuring swift response to any security threats. 
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Fig. 9: System block diagram 

 

Fig. 10: Design Circuit (SIM800L –GND connected to arduino GND 

Fig. 11: The flowchart 
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4.   RESULTS 

Table 3: Test Scenario 1: Manhole cover is closed 

Component Testing Expected Outcome/Response 

Laser light intensity measurements Highest intensity due to a closed manhole cover. 

LDR sensor output analysis Minimal or no light detected, indicating the manhole 

cover is closed 

Triggering of the SMS alert system: No SMS alerts sent since the manhole cover is closed. 

Visual and acoustic alerts activation: No activation of visual or acoustic alerts as the 

manhole cover is closed 

Table 4: Test Scenario 2:Manhole cover is opened 

Component Testing Expected Outcome/Response 

Laser light intensity measurements Significant decrease or absence of laser light intensity denotes 

an open manhole cover. 

 

LDR sensor output analysis Detection of light by the LDR sensor, confirming an open 

manhole cover. 

Triggering of the SMS alert system SMS alerts sent to designated personnel to notify them about 

the open manhole cover 

Visual and acoustic alerts activation Visual alerts (LED lights) and auditory alerts (buzzer) 

activated to alert relevant individuals 

Table 5: Open and closed manhole Test Results 

Component tested Test Results  

Laser light intensity measurements The measured laser light intensity aligned with the expected 

results for both closed and open manhole cover scenarios 

LDR sensor output analysis The LDR sensor provided accurate outputs in response to 

the presence or absence of laser light, corresponding to the 

closed and open states of the manhole cover. 

Triggering of the SMS alert system The system successfully triggered SMS alerts to designated 

personnel when the manhole cover was open, conforming to 

the expected behaviour 

Visual and acoustic alerts activation: The visual alerts (LED lights) and acoustic alert (buzzer) 

were effectively activated when the manhole cover was 

open, providing additional notifications as anticipated. 

Table 6: Unauthorized Access Attempt and communication test 

Description:    Expected Results: 

Simulated an unauthorized access attempt by 

exerting excessive force on the manhole cover 

or attempting to remove it without proper 

authorization 

The security system should promptly detects the 

unauthorized access attempt and triggers an alarm. The alarm 

notification should be  sent to the centralized monitoring 

system for further action 

Introduced a communication failure between 

the manhole cover sensors and the centralized 

monitoring system 

The security system should have a backup communication 

mechanism to compensate for the failure and ensure 

continuous monitoring. It should automatically switch to the 

alternative communication channel and transmit the alarm 

notifications to the monitoring system. 
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5.   DISCUSSION 

The test results indicate that the Manhole Cover Security System performed as expected during the testing. It accurately 

detected and signaled the presence or absence of the manhole cover, triggering the appropriate alarms such as SMS alerts, 

visual alerts, and acoustic alerts. The system demonstrated satisfactory accuracy, reliability, and functionality, meeting the 

intended purpose of notifying relevant personnel about security breaches in manholes. 

The results indicate that the manhole cover security system effectively detects unauthorized access attempts and is resilient 

against communication failures. The system promptly responds to unauthorized access attempts, triggering alarms that allow 

for timely intervention and prevention of security breaches. Additionally, the backup communication mechanism ensures 

continuous monitoring and notification even in the event of primary communication failures. 

The implications of the test scenarios highlight the importance of real-time detection and response to unauthorized access 

attempts. Any weaknesses found during testing, such as false alarms or delays in notification, should be addressed to 

enhance the system's effectiveness. The communication backup mechanism is crucial for maintaining uninterrupted 

monitoring, and any deficiencies or delays in its operation should be mitigated. 

6.   CONCLUSION 

The testing of the Manhole Cover Security System confirmed its effectiveness in detecting security breaches. The system 

performed accurately and reliably in identifying open and closed states of the manhole cover. The successful triggering of 

SMS alerts and activation of visual and acoustic alerts further enhanced the system's functionality. Based on the test results, 

it can be concluded that the Manhole Cover Security System is a dependable solution for ensuring the security of manholes. 

The manhole cover security system successfully passed the unauthorized access attempt and communication failure test 

scenarios. The results indicate its efficiency in detecting unauthorized access and the reliability of its communication 

mechanisms. The system's ability to promptly detect and notify authorities of unauthorized access attempts strengthens the 

security of critical infrastructure. 

7.   RECOMMENDATIONS 

While the system performed satisfactorily during testing, there are a few recommendations for further improvement: 

i. Fine-tuning the calibration of the laser light source and LDR sensor could enhance the system's accuracy and reliability. 

ii. Consider incorporating adjustable volume control for the acoustic alerts to cater to different environmental conditions. 

iii. Evaluate the possibility of integrating additional visual indicators to provide more comprehensive visual notifications. 
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